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P firefox 45.4.0 - Linux (699)
® firefox 52.4.0 - Linux (567)
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Critical (585) ® topdump 4.5.1 - Linux (158)
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DESCRIPTION AFFECTED PRODUCTS T | APPLICA. Y  SEVER R T | PLATFORMS v | cve
The redirection implementation in parse.y in GNU Bash throu. bash 4.3 Application O emmm— A Linux CVE-2014-7186
Top 10 Vulnerable Endpoints

The iframe sandbox rules were not correctly applied to XSLT firefox 91.4.0 Application A Linux CVE-2021-38503

Heap-based buffer overflow in the png_combine_row functio... libpng 1.5.13 Application — A Linux CVE-2014-9495

Off-by-one error in the read_token_word function in parsey i bash4.3 Application A Linux CVE-2014-7187
/ \ 1 The s_utf8_well_formed function in GNU less before 475 ... 8 Application -_— A Linux CVE-2014-9488

The add_job function in ler/ipp.c in cupsd in CUPS bef.. cups 1.6.3 Application ) — A Linux

VULNERABILITIES

: GNU Bash through 4.3 bash43-026 does not properly parse f... bash 4.3 Application O m— A Linux CVE-2014-62

\ / Stack-based buffer overflow in i screds.c in cifs-. cifs-utils 6.2 Application ) — A Linux CVE-2014-2830

GNU Bash through 4.3 bash43-026 does not properly parse ... bash 4.3 Application 0 — A Linux CVE-2014-6277

GNU Bash through 4.3 bash43-025 processes trailing strings .. bash 4.3 Application —_— A Linux CVE-2014-7169

Heap-based buffer overflow in the __nss_hostname_digits_do. glibc 217 Application

Windows Hyper-V Remote Code Execution Vulnerability Windows 10 Operating Sy.

An elevation of privilege vulnerability exists when the Windo, Windows 10 Operating Sy. 99— findows CVE-2020-1112

A security feature bypass vulnerability exists where a NETLO... Windows 10 Operating Sy... 99— B2 Windows CVE-2019-1384

Hyper-V Remote Code Execution Vulnerability Windows 10 Operating Sy. g 2 Windows CVE-2021-28476

An elevation of privilege vulnerability exists when Microsoft ... Windows 10 Operating Sy... 99— B2 Windows CVE-2019-1365

Atrivial sandbox (enabled with the *-dSAFER" option) escape. ghostscript 9.50 Application 99— A Linux
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Q - Export CSV.

DC1ENV21ADCO02

10.208.212.11
B vn 2032 NT AUTHORITY\SYS" \ \syster \vir 4MB
1168 32 NT AUTHORITY\SYS™ n 4MB

3432 32 NTAUTHORITY\SYS v 4MmB

PROCESS HIERARCHY PROCESS ID PARENT ID USER NAME COMMAND LINE MEMORY

2372 NT AUTHORITY\SYS' 523 MB.
3144 2372 NT AUTHORITY\SYS™ rogr: 6MB
3216 2 NT AUTHORITY\SYS ai o 6MB

Task Manager
3224 2 NT AUTHORITY\SYS'

Fi 3232 372 NT AUTHORITY\SYS'
5608 NTAUTHORITY\SYS
1360 2 NT AUTHORITV\SYS
6928 8 NTAUTHORITY\SYS
NTAUTHORITV\SYS  C:\ System32\cn
NTAUTHORITY\SYS'  \22 ystem3;
NT AUTHORITY\SY:
NT AUTHORITY\NET
NT AUTHORITYV\SYS
NT AUTHORITY\SYS
NTAUTHORITY\NET
NT AUTHORITV\SYS
NTAUTHORITV\SYS
NT AUTHORITY\SY:
NT AUTHORITY\SY:

Copy Value
NT AUTHORITY\SYS

10 : Cortex XDR Live Terminal T{EEE8

TR BB A A IR SRR ACHR R B L BIR

- PRREIRES > BR T E Cortex XDR BIEFIZSRIREZ S » FREARIHRE LHFTEAREFE « BB LEiRREEE
fhimREIEER - FELUE R R E IR ES o

- #RIFER c BEILEREERITH S BRI ETIRE FRITREED -

- FRIEBRAITHERE » HEREZIERTABRPRNEHHEES

- PRREREMEE > IR Cortex XDR RIERENERIBREIER » RRBEEERRETIEERPBRE -

. FIEUSEMEER (WETREMIRREF) LUEITTE—F D o

- {£M Live Terminal BiZFEIRE: - KMESERRFBEMNEESNE > LUBIT Python® » PowerShell® 5§
RTINS ; BRUEEIHER ; UREGHR « MFF « BE THER - ENEBRD AT UEBHETERRZ
B EEREHENERIRIEPEERRBIRER - TEHRRE IR > &KX ERERRBTUESTFMIAgEsT
B o

- fEAMAK API BEE=AEET A « JUTEE » EREAUEREREEXES -

- # Cortex XSOAR #& » AliE1TZ 218 « BENEMEARE o EHVERXAESDEL Cortex XSOAR HASEMEIE » U

BIRAHE - AEIAESHICEIFEL EHBIA 450 BE =5 TH o Cortex XSOAR B AT LUE 4 B 2{E75 B Shi
HY Cortex XDR 4 ~ #EEVERIE R » M E#T Cortex XDR AHYEHHEI ©

« B{T{EM Python 35S » L Cortex XDR FIEFIFEA A Cortex XSOAR E#H:B THE#IT o SLEIAT A
HY$5 < FE AT R AN B RS R 1t I FR IS (Bl58 A RITNAE ©

o RELFAEMBRIESR > EEIUER HESMIAE) TIAERIImEMERNRS UECEPRITIEE o

- BEHREBRFEEZIKE » TUHRIEZRARE - BRESZRHTEIIT T —ESENES > LrREHRE
EHPEINAMEIEE o SR BB IR BN B RS B RSB B Z A B SIS R R I B E R —
FEEEMEREILBTIESH o

,[, paloalto Cortex XDR by Palo Alto Networks | Cortex XDR | HE & '|O

NETWORKS




BEEE - RE - SENDE

Cortex XDR T #£B— Web R BR T A DA SHUBEEIE « &5 « HEMNE MITRE ATT&CK®

FE > LUSEIEAT A BEE o CRILUSIBT BTN B RRETMERZ 2 RE » I

BB EBEEE S EEMER RS REAE BN R 2B o ThaTlL

® Sb:lEn )

{LSErR (i BT M B R FH 4R Cortex XDR RIZF2s o 2 DITRIE ATEEEE S Az R © Cories
. . - XDR &8 100% I E HEF 97 % IR 1R » &
= NS IVE:= bl =2\ || 4 o LU

Cortex XDR & REHE(CLUE R RIME B L K $IHEE o hall§ Cortex XDR SV

R R E > EHEEREDIRE WildFire BITRAMUSRSE0EE - (EA—&

EinREEMAIZR > Cortex XDR FAIEAHEIRHAVE R R EENRHF

EMHR S E R R o

FERERINREHEIREEE

Cortex XDR ##E — R ANDEMNRERARS R > tIREEE—TES HRRERE - BIREENRITART
fly o Cortex XDR SE I IRAR FIZ B R AN SIRUE » EICAERETFIESHERIBM - WRITHEIRERIR
RAMEE  URETFMEERRFINLEE NRAEE) o (FA—EREMERAFE » EURBEETEARE
ENE—ESR - SFEERNE - 21 - BEHRNEY - CRHEFHEREE HHEMOEERRS » JHERE
RFLUBHEENSEEE > W Cortex XDR T ARRBIHEMATEELTE THEZ M o

AR EENBHIGRESHER

Cortex XDR R EEM BRI H It RBHBHIRERNEXBREE - hEERF—EHHB SR » HERA
RInBIBEFRR B IR o I Unit 42 ERGACHREMRRNE - OINEREBHREE  @RFL B
BERMASNEERE - & 7T RARBETEEFHHRESE > RFINFEEEREFABRERE Palo Networks 5
ZHREBRDENTEHIE

HANEHERETRERENTIE - PRMNEE - FILERTUREFFREE » R EREAMNITRLEENER
BE o

172.1620.110

INTERNAL




EiREPEN—EREN

Cortex XDR B2—RBEiFEARER - THEEHBLIIMNIANEHZETIENIER - ©EBFEHEHE Cortex XDR RIEFE
HIEARYIRE Palo Alto Networks ZmiEARFERFMNITE: » EMEEZ21EZ - 1€ Palo Alto Networks £
ERBINEEMBURIETZETE Cortex XDR F &7 » AESIRMES TN BT » UWERIRERIEEIEFTRN K28R o
IEEIUREREBE Cortex XDR » M5 E Fa BFT RV B RERAZ o
Cortex XDR KB A AT ZEMBEIFMBHEF » €1FEH Windows » macOS » Linux » Chrome® 0S
Android® #AMABEEHEE ° Cortex XDR RN Al EE MBS EEMARES  EREE (VM) A
2 AIRECABENHMUEE » SFETHEEURMEE « RFE - BEEEMLEIRKIRIR © Cortex XDR XIEERE
BEBY Kubernetes 353 > BAREHNRZ2MEREZH LIFERTEIERE
&A]LL74 Palo Alto Networks #rtt{F5 A #E ~ Prisma Access ~ Prisma Cloud ~ Cortex Xpanse M EHERHY
Cortex XDR Z2 B 4E#E#F B s580E - 1R/ SR BsSE A SIEM B © Cortex XDR FHEEEREEEH
AT UK EEIMI R ESSMMITE - HRNSBIIIMNIE » e MR 44% BIEEREHEA LA © Cortex XDR A
EREARBLINRATIRE » Al KIBIRAZ2EEEFNEES -

{EF Cortex XDR 12A#21%

REHND N ERERE RBIME - 27 RETEEMAIEE - BXEIETHRESHINILTA » AMEERERT
EERERNET - FRZEUENNEAHER (SIEM) EmRIEIFERRimTUM 32 B AR M H MR
MIKE > MEFEHREZ2ERERAHA LN ALENEBEERET - 5—5E > HzEIEERTRAR®
IT ASEEEIOEREMEGE - EaRHNEBEREANNEEAR  ERNERERITALARZETARK
ERRAEICMZ BRI

Cortex XDR B & KD HFTE AR « iR ZIREE » A0 HNE RS RIREREEIRIE IS
E& o i@ Cortex XDR » &8I :

- B8 Cortex XDR I XPIEERNZTENRE - ARMEERKE -
- MBERSSFNITEBEARELKRE -
- BEEMETRHNRARR - MRETNDENRASE - EMRAFMEZEDFANEES
- ISR FIRYOIRE » RIEEHIE o
BiBRIRRERECIERLRARENSIEE -
i Cortex XDR > EAFAETEMRR ~ InRb M RIn B E IS BRI - BEFMANERENBEEESZS
=BT

el

o
13

Cybersecurity BREAR . 0800666326 © 2022 Palo Alto Networks, Inc. Palo Alto
Partner of Choice 433k www.paloaltonetworks.tw Networks 2 Palo Alto Networks BIsE 74 o

. ERIE L AU AR MRV R AR A & © https://
EBFS: contact_salesAPAC@paloaltonetworks.com e e
trademarks.html o &R KR HIFRA HIEH

Palo Alto Networks & & &REE EAHK B ATFER 2 IS o cortex_
11073 RLHERERIZER 100 SREILELER 34 12 xdr_031522

4/» paloalto’

NETWORKS




